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Project Roles and Partners
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Project Concept and Overview

Brian Seal, EPRI
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Project Context: Common Functions Ready,         
Viable Communication Strategy Needed

IEC 61850-7-420

Described in: 
EPRI 

3002002233

The standard functions are:

• Being implemented by various 
DER manufacturers

• Serving as the basis for grid code 
developments (e.g. Germany, 
Japan, Hawaii, California Rule 21)

• Being mapped/supported in 
various communication protocols
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Project Technical Approach

Integration Network

Communication 
Modem/ Module

Inverter

SunSpec Protocol,    
CTA‐2045 Footprint

Any protocol, any physical 
media, provided by any 

entity

Standardized 
Local Interface

Standardized 
Testing

Value Proposition:  Inverter manufacturers can mass produce common models, 
and these models can work in any communication system. 



7© 2016 Electric Power Research Institute, Inc. All rights reserved.

Making Integration Practical

Any Communication 
Network

(e.g. Wireless, PLC, 
Fiber)

Plug-In Interface to 
the Inverter

Integrator Value Proposition:  Practicality. A communication system could 
connect to any inverter brand using one modem design.  In this way, if/when it 

becomes necessary for a network to residential inverters, the process is 
manageable and economical.

Consumer Value Proposition:  Flexibility.  Any communication system can be 
used.  Consumers can independently monitor and manage their products, connect 

any way they wish.

Any Inverter 
Model or 

Brand

Any Inverter 
Model or 

Brand
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DNP3

System C

Testing Performed

IEEE 2030.5

OpenADR 2.0b

System A

System B

Inverter 
Brand A

Inverter 
Brand BInteroperabilityDifferent systems, 

different protocols
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Project Flow
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Deliverables and Artifacts
http://www.calsolarresearch.ca.gov/

Deliverable 
Number Title Description

1 Standard Communication Interface and Certification Test Program for 
Smart Inverters One-page summary

2 Applying SunSpec Modbus to Meet California Rule 21 Requirements Technical/Protocol Document
3 OpenADR Mapping for Grid Control Enabled Inverters Technical/Protocol Document
4 IEEE 2030.5 Mapping for Grid Control Enabled Inverters Technical/Protocol Document
5 Suggested Additions to the CTA-2045 Standard Technical/Protocol Document

6 Provisional Electric Rule 21 Test Protocols for Adv. Inverter Functions Test procedure for inverter 
functional evaluation

7 Cyber Security Requirements and Recommendations Recommendations/Guide for future 
systems

8 Open Source SunSpec Driver Code Software
9 SunSpec Test Software Software

10 Fronius Advanced Inverter Product – Hardware and Firmware
11 SMA Advanced Inverter Product – Hardware and Firmware
12 Kitu Systems IEEE 2030.5 Communication System and Modules Product – Hardware and Firmware
13 EPRI OpenADR Communication System and Modules Product – Hardware and Firmware
14 Compliance Test Report for Two Inverters Compliance Test Results
15 Laboratory Integration Test Plan Test Plan
16 Laboratory Test Results Test Results
17 Field Test Plan Test Plan
18 Field Test Results Test Results
19 Final Report Project Summary
20 Final Webcast Slides These PowerPoint Slides
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Communication and Test Software

Tom Tansy, SunSpec Alliance
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CA Rule 21 Interface Definition

• Instructions for manufacturers to 
define CA Rule 21 phase 2 
compatible inverters

• Underlying specification defined 
by consensus of 25+ leading 
inverter manufacturers

• Open and royalty free from the 
CSI web site and from 
http://sunspec.org/download/
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SunSpec Modbus “C” Driver

Comm Module

Inverter

Standardized Interface

Value Proposition:  Tested, compatible, open source, and royalty free. 
Available for implementing CA Rule 21 compatible communication devices. 

Available at https://github.com/sunspec/libsunspec

SunSpec Modbus 
“C” Driver

IEEE 2030.5, OpenADR, or IEEE 1815
Protocol Driver

Integration Network
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GRID 
SIMULATOR

ADJUST: VOLTAGE, 
FREQUENCY LOAD

CONTROL

MONITOR

DATA ACQUISITION SYSTEM

PV 
SIMULATOR

ADJUST: DC INPUT

DER SYSTEM

SMART INVERTER

ENERGY STORAGE

SunSpec SVP

AC POWER
DC POWER
ETHERNET LAN

SunSpec SVP Smart Inverter Test Framework:
Key Enabling Technology

Open Source Software 
in Python Language 

Available at https://github.com/sunspec/svp_directories
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Smart Inverter Test Framework:
Reduces Testing Time By Orders of Magnitude

Proposed UL 1741 SA fixed power factor tests. Proposed UL 1741 SA volt-var tests.

Many UL 1741 SA test permutations due to multiple settings for each function

75 measurements for fixed power factor: 25 minutes vs. 10 hours
375 measurements for volt/var: 90 minutes vs. 3 days

Automation enables 24/7/365 testing by technicians rather than engineers
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Residual Benefits & Impacts:
IEEE 1547 Advancement

NERC / FERC

Product & Installation 
Requirements

Grid Interconnection & 
Functional Requirements

UL 1741
(Listing / Certification Test)

Communication Certification 
Requirements

IEEE 
P2030.5

IEEE 
P1815

State/PUC Utility Laws
(e.g. CA Rule 21)

Individual Utility Generator Connection Agreements

State Codes/Laws
(selective adoption of NEC)

National Electric Code 
(voluntary)

Local Municipal Codes
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s

SunSpecIEEE P1547
(No Inherent Authority)

CSI4 Influence

Source: EPRI
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CA RULE 21 FUNCTION SunSpec IEC 61850
IEEE

2030.5
IEEE 1815

Nameplate Ratings ✔ ✔ ✔ ✔

Basic Settings ✔ ✔ ✔ ✔

Measurements and Status ✔ ✔ ✔ ✔

Immediate Controls (Power, PF, and VAr) ✔ ✔ ✔ ✔

Dynamic Reactive Current Control Curves ✔ ✔ ✔ ✔

Volt-VAr ✔ ✔ ✔ ✔

Watt-Power Factor ✔ ✔ ✔ ✔

Frequency-Watt ✔ ✔ ✔ ✔

Voltage Ride-Through ✔ ✔ ✔ ✔

Frequency Ride-Through ✔ ✔ ✔ ✔

Basic Scheduling ✔ ✔ ✔ ✔

Residual Benefits & Impacts:
Standards Harmonization In Progress
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Discussion
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Inverter Test Procedures

Jay Johnson, Sandia National Laboratories
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Inverter Test Procedures
• CSI4 team created test protocols for the 

following inverter functions:
– Anti-Islanding Protection
– Low/High Voltage Ride-through
– Low/High Frequency Ride-through
– Normal Ramp Rate
– Soft-Start Ramp Rate
– Fixed Power Factor
– Volt-Var Mode with Watt-Priority
– Communication Interface
– Data Model
– Monitor Alarms
– Monitor DER Status and Output

• This was completed in collaboration with the 
UL 1741 Supplement A working group in 
order to harmonize the test procedures. 

• The “final” test protocols will be finalized in 
the summer of 2016 as part of the ANSI/UL 
standards development process. http://sunspec.org/wp-content/uploads/2015/09/

Rule_21_Advanced_DER_Test_Protocols-Final.pdf
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Structure of Test Protocols (Volt-Var)

• Description of the function
• Purpose of the function (e.g., how does it provide grid-support capabilities)
• Procedure to test the function

– Gather manufacturer’s parameters for the equipment under test (EUT)
– Install EUT in test harness

– Test different sets of parameters in a test sequence
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Structure of Test Protocols (Volt-Var)
Test Sequence

1. Connect the EUT according to the Requirements in Sec. 4.3.1 
and specifications provided by the manufacturer.

2. Set all AC source parameters to the nominal operating 
conditions for the EUT. Frequency is set at nominal and held at 
nominal throughout this test. Set the input power to the value to 
Prated.

3. Turn on the EUT.  Set all R21-1-L/HVRT parameters to the 
widest range of adjustability possible with the R21-1-VV11 
enabled. 

4. If the EUT has the ability to set 'Real Power Priority' or 'Reactive 
Power Priority', select 'Reactive Power Priority'. 

5. Set the EUT to provide reactive power according to the Q(V) 
characteristic defined in Test 1 in Table 10. 

6. Begin recording the time domain response of the EUT AC 
voltage and current, and DC voltage and current.  Step down 
the AC voltage until at least three points  are recorded in each 
line segment of the characteristic curve or the EUT trips from 
the LVRT must trip requirements.  Continue recording the time 
domain response for at least twice the settling time after each 
voltage step. 

7. Repeat Step 6, raising the AC voltage until at least three points  
are recorded in each line segment of the characteristic curve or 
the EUT trips from HVRT must trip requirements.

8. Repeat steps 6 – 7 four more times, for a total of five sweeps of 
the Q(V) curve.

9. Repeat test steps 5 - 8 at power levels 20% and 60% of Prated 
by reducing the DC voltage of the Input Source. 

10. Repeat steps 6 – 9 for the remaining tests in Table 10. 

Pass/Fail Criteria 
For each voltage step, the EUT reactive power 
measurement should remain within the manufacturer’s 
stated accuracy of the Q(V) value except when the voltage 
is changing.  The EUT shall obtain the Q(V) characteristic 
within its stated accuracy within the stated settling time.

Results of volt-var testing for 
the 5 different test (V,Q) points.
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Cyber Security Guidelines

Frances Cleveland, Xanthus
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Cyber Security for Cyber-Physical DER 
Systems

• Grid resilience is the ultimate goal. It combines cyber security with 
engineering design and operational strategies.
– "The critical infrastructure, the Smart Electric Grid, must be resilient 

- to be protected against both physical and cyber problems when 
possible, but also to cope with and recover from the inevitable 
deliberate or inadvertent disruptive event.“

• Cyber security standards should be used where possible.
• Authentication and integrity of data are the most important cyber 

security requirements.
• Authorization (Access Control) and Accountability (Non-repudiation) 

are also important.
• Availability is less critical since residential DER systems usually 

operate autonomously.
• Confidentiality is only important for select DER functions where either 

privacy or sensitive data is being exchanged.
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Interface A: IEEE 2030.5, IEEE 1815/DNP3, 
or other WAN Protocol

• IEEE 2030.5 (SEP2), OpenADR 2.0b, and the other WAN protocols 
support authentication, data integrity, and confidentiality 

• Authentication: Certificates, Passwords, PKI, TLS, Security methods 
included in the protocol standards (cyber security)

• Authorization: Role-Based Access Control (RBAC), Access Control 
Lists (ACL) (engineering design and operational strategies)

• Data Integrity: Protocol security for ensuring data integrity in transit 
(cyber security), application data validation for reasonability 
(engineering), time synchronization (engineering), logging 
(engineering)

• Confidentiality: Encryption of data if needed (cyber security)
• Key management for thousands of devices is a challenge (cyber 

security)

Physically Secured Environment
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Interface B: Modbus and SunSpec Protocols

• Modbus does not natively support cyber security, so alternate security 
methods must be used

• Physical security is the primary method used for securing Interface B 
connections

• This project approach required Interface B be kept local to the DER, 
inside the physically-secured environment

• Interface B cyber risk is limited to the local plant, but this is still a 
concern

• Communication modules should perform data integrity as possible by 
checking Modbus messages for unauthorized types or values
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Inverter Development and Capabilities

Tom Tansy, SunSpec Alliance
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Inverter Company Project Goals

• Define gaps in existing inverter firmware per project scope

• Implement firmware to fill gaps for grid support functions as defined by 
CA Rule 21 and UL1741 SA Draft Standard and agreed in project 
scope for selected inverters

• Implement SunSpec Modbus protocol for grid support functions, 
monitoring, and control

• Implement CTA-2045 communication hardware interface

ActCrv ActCrv
ModEna ModEna
WinTms WinTms

RvrtTms RvrtTms

RmpTms RmpTms
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Market Environment

• State at project start
– Inverters support electrical functions but require updating
– No grid communication requirements for DER

• Challenges
– No firm test requirements (i.e. UL 1741 SA not ratified)
– International communication standards being revised
– CA Rule 21 utility communication handbook in process
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Achievements

• Inverters now support CA Rule 21 electrical functions 
• Inverters now support SunSpec Modbus protocol
• Inverters implemented CTA-2045 interface
• Real-word experiences provided valuable lessons
• Substantial interoperability achieved ahead of market
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UL Compliance Testing

Tim Zgonena, Underwriters Laboratories
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UL1741SA - Supplement for Grid Support 
Utility Interactive Inverters

• Excellent Task Group! – >2.5yrs of UL hosted weekly meetings 
to develop the UL1741SA Supplement.
– Inverter Industry, Electric Utilities, DOE National Labs and EPRI

• UL1741SA Ballot - 6/17/16 the draft passed the initial consensus ballot.
• The UL1741 SA task group is now addressing the 224 comments that 

accompanied the ballot.  A majority of the comments included solid 
suggested revisions to address the comments.  

• 30% of the comments have been addressed. After we finish, we will need 
to recirculate the comment responses and associated revisions.  Then  
the STP members will be able to maintain or change their                
original ballots accordingly. 

• Based upon present feedback we anticipate to maintain                          
our consensus ballot and have an anticipated publication                 date 
of 8/30/16. 
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UL Compliance Test Set Up & Methodology

Two Sunspec software interfaces (the SVP and 
the Dashboard) were used during this project.  
The Sunspec software was the primary basis for 
communication with the EUT and compliance was 
judged based up on the ability of the EUT (CTA 
2045 and Inverter) to receive and implement the 
commands via Sunspec software.

Additionally, an existing UL automated testing 
environment/system was also used to interact 
with the different devices and automate test-
procedures.

The EUTs were connected to a Grid simulator 
(programmable AC-power supply) and a PV-
Simulator (DC-power-supply).  The scope (High-
speed-Data-Acquisition system) was used for 
measurement of the AC-voltages and currents. 
The Power-Analyzer was used for measurements 
of the AC voltages, currents, power-factor, active 
power, reactive power, apparent power and the 
DC-voltages and currents. The inverter and CTA 
2045 communications device were tested as an 
assembly which was connected to a computer to 
control and read-out parameters.
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UL Compliance Test Results
Test SMA FRONIUS

UL 1741 SA9
L/HVRT

• Function works with SMA software.
• Function not required to work with Sunspec Software

• Function works with mfr software (Display Software).
• Function not required to work with Sunspec Software

UL 1741 SA10
L/HFRT

• Function works with SMA software.
• Function not required to work with Sunspec Software

• Function works with mfr software (Display Software).
• Function not required to work with Sunspec Software

UL 1741 SA11
RR- Normal Ramp 

Fail: Function did not work with Sunspec Software
 Sunspec model includes the WGra parameter. 
 Parameter WGra has no effect to the ramp-rate

Fail: Function did  not work with Sunspec Software
 Sunspec model did not include the WGra parameter.

UL 1741 SA11
Soft Start Ramp

Fail: Function did  not work with Sunspec Software
 Function not included in Sunspec software or SMA 

firmware.
 Ramp after reconnection supported in SMA software.

Fail: Function did not work with Sunspec Software
 Not included in Sunspec software.
 Parameter “GPIS” startup-speed was in the mfr menu

and worked.

UL 1741 SA12
INV3 Fixed Power
Factor

Fail: Function did not work with Sunspec Software
• The function works when using the SMA Software.

Pass: Function works with Sunspec Software

UL 1741 SA13
VV11 Volt/Var Mode

Pass: Function works with Sunspec Software Pass: Function works with Sunspec Software

UL 1741 SA17
Optional: 
Frequency-Watt

Unknown - The function is implemented in SMA Firmware 
and in the Sunspec model. Due to an unrelated inverter 
sample failure we couldn’t perform this test.

Fail: Function did  not work with Sunspec Software
 Function “GFPR” Grid frequency-dependent power

reduction is present in display-settings and worked.

UL 1741 SA18
Optional:
Volt-Watt

Pass: A curve of 8 points is programmable. 
 A characteristic was set and measured

Fail: Function did  not work with Sunspec Software
 “GVPR” Grid Voltage-dependent power reduction is

present in display settings and curve was measured.

Inverter - monitor 
critical components 
for over temp.

 No observed over temperature or risk of fire hazard 
during testing. 

 No observed over temperature or risk of fire hazard 
during testing. 
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Discussion
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Communication Systems  Development

Brian Seal, EPRI
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Two Communication Systems
Independently Developed

IEEE 2030.5 Systems OpenADR 2.0b System

Head-ends

Gateways/ 
Routers

Modules

Head-end

Gateways/ 
Routers

Modules
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SCE Laboratory and Field Testing

Josh McDonald, Southern California Edison
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SCE Communications Architecture

Objective: Evaluate performance of the end-to-end system including the 
communication headend systems, CTA-2045 modules, and smart inverters. 
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SCE Laboratory Testing Setup

PV Simulator 
Connection

Grid Simulator / Load 
Connection

SMA Inverter

Fronius Inverter

CTA 2045 Modules 
& Interface Boxes

Grid Simulator

PV Simulator

Load Bank Controls

Inverters & Communication 
Modules

Power Supplies & Loads
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SCE Laboratory Results Summary

System Test Case

Inverter A Inverter B

SunSpec
(Modbus)

AutoGrid/
Kitu

(2030.5)

EPRI VTN
(OpenADR)

SunSpec
(Modbus)

AutoGrid/
Kitu

(2030.5)

EPRI VTN
(OpenADR)

Volt‐VAR Mode      

Fixed Power Factor      

Limit Max. Real Power      

Volt‐Watt Mode      

Freq‐Watt Mode      

Connect/Disconnect      

Monitor DER      

• SunSpec Dashboard tool used to directly change registers and used 
for verification
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Immediate Control Functions
Approach:

Modify settings via DER server 
and verify changes to smart 
inverter Modbus registers. 
Verify inverter output 
measurements.

Results: Successful communication tests resulted in inverter output 
measurements remaining within 1.5% of the intended value. Issues 
observed during testing include

• Fixed Power Factor: Write only setting (for only one inverter)

• Limit Maximum Power: Different registers (Wmax or WmaxLimPct) may 
be used with varying success based on the inverter

• Connect/Disconnect: No physical disconnection occurred. Registers 
from Limit Maximum Power can be used to Cease generation
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Autonomous Curve Settings
Approach:

Modify settings via DER server 
and verify changes to smart 
inverter Modbus registers. 
Vary AC voltage and observe 
inverter output measurements.

Results: Most tests resulted in the inverter output remaining within 1.5% of 
the intended value. One exception of 5% error for Volt-Watt. Issues 
observed during testing include

• Volt-VAR: Only updates first point of curve settings (for only one inverter)

• Volt-Watt: Only updates first point of curve settings (for only one 
inverter). Inverter restarts when function is enabled or disabled

• Frequency-Watt: Writeable registers not supported (both inverters)
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Autonomous Curve Functions
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SCE Field Testing Setup

Rooftop PV Array
Connection

Grid 
Connection

Fronius Inverter

CTA 2045 Module 
& Interface Boxes

Inverters & Communication ModulesRooftop PV Array

PV Panels

Combiner Box

Test data to be analyzed…

Grid Disconnect
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SMUD Laboratory and Field Testing

Denver Hinds, Sacramento Municipal Utility District
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SMUD Test System Configurations

Quality Logic 
Ad-Hoc Tester

SunSpec
CTA-2045 to 

RS485 Adaptor

Fronius
IG+

Utility 
Communications

Kitu
CTA-2045 

Wifi Module

IEEE 2030.5

OpenADR

SunSpec
Modbus

Inverter 
Communications

EPRI 
OpenADR VTN 

w/DER

EPRI 
CTA-2045 

Wifi Module

SunSpec
CTA-2045 to 

Ethernet Adaptor

SMA 
SB5000TL
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SMUD Laboratory Setup

DC Power Supply

SMA Inverter

Fronius Inverter 

AC Grid Connection w/ 
Circuit Breakers 

CTA-2045 Module and 
SMA Interface Box  

Network 
Router 

Test Operations:
- Utility Head End Systems

- SunSpec Dashboard
- RS485 Sniffer

- Modbus Interface
CTA-2045 Module and 
Fronius Interface Box  
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SMUD Field Setup
Grid Connection 

& Testing Station

PV Array

Inverter Underground 

Conduit

Combiner 

Box

Inverter

DC Disconnect

AC Disconnect

CTA-2045 
Adaptor and 

Module

Grid Connection

At Electrical Cabinet

Test 
Operations
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SMUD Test Results

Test Case
IEEE 2030.5 OpenADR 2.0

Inverter 
A

Inverter 
B

Inverter 
A

Inverter 
B

Registration √ √ √ √

Volt-Var √* √* √* Χ*

Fixed Power 
Factor √* Χ* √* Χ*

Limited Max 
Real Power √* √ √* Χ*

Voltage-Watt √* √ X* Χ*

Freq-Watt Χ* Χ* Χ* Χ*

Connect/Dis
connect √* √* √* Χ*

Monitor DER 
Status √* √* √ √

√=Passed Χ=Did Not Pass *=Issues Found

Summary Findings

• IEEE 2030.5 DER interoperability advancing;       
Need further pilots and use-case development

• OpenADR is a feasible application framework 

• CTA-2045 standard advancement needed for 
scalable inverter interoperability

• Several Modbus register read/write limitations

• Proprietary Modbus “hacks” to fully enable some 
functionality

• DC Powered communications; i.e. sunlight

• Serial port configuration mismatches
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Findings and Benefits

Rule 21 Functionality is Achievable
• Functionality proven at residential DG scale, an important accomplishment for both 

homeowners and utilities, providing added value and 

SunSpec Protocol Interoperability
• Was of sufficient clarity and content to enable interoperability at the inverter interface. 

This enables product mass-production and reduces integration costs for all stakeholders.

Modular Communication Interface
• Enabled different communication systems to plug-in and work with the inverters.  This 

provides homeowners with freedom of how to connect, control and monitor systems. 

IEEE 2030.5 Protocol
• Successfully applied and used to support the full range of required functions.  Gained 

new understanding to inform future revisions to support CA Rule 21.

OpenADR 2.0b Protocol 
• Successfully adapted for DER support, showing the concept flexibility to use any network
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Challenges
Timing of Parallel Industry Activities
• CA Rule 21, UL 1741, IEEE 1547 processes ongoing

The Many Levels of “Interoperability”
• Function support or protocol usage doesn’t necessarily ensure the same level of 

implementation

New and Ongoing Product Implementations
• The products used were new or early designs, with ongoing development and testing.  

Stability in the requirements and time to perfect designs is needed.

Testing Complexity
• Advanced inverter functionality defined in California Rule 21 and IEEE 1547 will result in an 

order of magnitude increase in the complexity of the testing of smart inverters. Auotmation
a necessity.

Communication Certification is Needed
• To interoperate, both the inverters and the communication systems must be correct.  
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Discussion

All project materials may be found at:

http://www.calsolarresearch.ca.gov/
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Together…Shaping the Future of Electricity


